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CPABHEHUWUE METOOOB BbIABJIEHUA
POJIEA NOJNIb3OBATENEWN
B OHNTAMHOBbIX COLUMUAIIbHbIX CETAX

Pa3BuTre coumnanbHbIx ceTel NpuBeno K TOMy, YTO OHW CTanu UCNOMb30BaTLCH Kak MHCTPYMEHT
nponaraHabl 1 Mobunu3auum nonb3oBaTenen ANA y4acTus B MPOTECTHOM ABWXKEHWU U NMOMUTUYECKNX
aKumsX, HanpaBrieHHbIX Ha MOApPbIB YCTOEB OOLLEeCTBa 1 CBEpXeHWe AencTByoLen Bnactu. BosgencT-
BME Ha CouManbHble CeT CO CTOPOHbI OPraHM3aTopPOoB NMPOTECTHLIX ABWMXEHUI CTaHOBUTCA Bce bonee
LieneHanpasfeHHbIM U OpraHn3oBaHHbIM. B koHTekcTe obecneyeHusi obliecTBeHHoOW 6e3onacHoOCTU n
NpPOTMBOAENCTBUSA AECTPYKTMBHBIM BO3AEWCTBMSAM Ha coumarnbHble ceTu Bce bonee akTyanbHON CTaHo-
BWTCS 3ajadva BbISIBMEHWSA CTPYKTYpbl LieneHanpaBfieHHOro BO3OENCTBUS Ha couuanbHylo ceTb. Bax-
HbIMU 3MIEMeHTamu Takol CTPYKTYPbl ABMAAIOTCA PONK, KOTOPbIE BLIMOSHAIOT NOMb30BaTENM COLManbHOM
CeTu, y4acTBYIOLLME B MPOTECTHOM ABUXEHWN.

MpencTaBneHbl faHHble MCCneAoBaHWA WHEGOPMauUMM O MONb3oBaTeNsAX COUManbHOW CeTu
«BKoHTakTe» MNepmckoro kpas, onybnvMkoBaBLUMX MaTepuanbl MPOTECTHON TeMaTuku B TedeHne 2020 r.
MpencraBneHbl onMcaHust ponen Nonb3oBaTenen CoLmarnbHOM CETU Ha OCHOBE AaHHbIX 06 UX NyonukaumoH-
HOM akTMBHOCTW. OnmcaHbl CyLLECTBYIOLLIME METOABI BbISIBMEHUS ponev Nonb3oBaTenei OHNanHoBbIX CoLM-
anbHbIX CeTen Ha OCHOBE KacTepusauyn U HEeMpoCceTeBON knaccudmkaumn. YkasaHbl npobnemsl, cBsizaH-
Hble C NMOArOTOBKOW AATACETOB AN KAYECTBEHHOrO 00yYeHNs HEMPOHHbIX CETEN.

ABTOpPamM BbINOMHEHbI UCCMEA0BaHNSA MO BbISIBIIEHUIO POre Nonb3oBaTternen C NCnonbL3oBaHW-
eM pa3nuyHbIX MeTOAOB KracTepu3auun, a Takke NpeanoXeHbl OpuUrMHanbHble MeToAbl YMCNEHHON
OLEHKWN ponen nonb3oBaTtenen n aKCnepTHON HelnpoceTeBO Knaccudurkaumm ponen nonb3osartenen Ha
OCHOBE WUCKYCCTBEHHO CMHTE3MpPOBaHHbIX AataceToB. [peactaBneHbl pe3ynbTaTbl CPaBHEHWS pasnny-
HbIX METOAOB KnacTepu3auun, MeToAa YMCIIEHHOWN OLEHKU U MEeTOAa SKCMEePTHOW HelpoceTeBoM knac-
cudmKaumm, ykasaHbl UX JOCTOMHCTBA M HedocTaTku. NokasaHa Bbicokasi Koppensums Mexay MeTonom
YMCIEHHON OLIeHKWN 1 METOA0M 3KCNePTHOW HepoceTeBoi knaccudukaummn. OTmedeHa bonee Bbicokas
3(PheKTMBHOCTb METOAA SKCTIEPTHON HEMPOCETEBON Knaccudukaumm ponew nonb3oBaTtenen coumanb-
HbIX CEeTel MO CPaBHEHWIO C pasnUYHbIMKM MeTOAaMu knactepusauun. B 3aknmioveHun ykasaHbl onTtu-
MarnbHble 06nacTu NpUMeHeHUs NPeanoXeHHbIX MeToAoB Kraccudukaummn ponein nonb3oBarenen co-
LmanbHbIX ceTel U HamMmeYeHbl HanpaBneHns AanbHenLWnx nccneaoBaHuin.

KnioueBble cnoBa: couunanbHasi ceTb, ponv nonb3oBartenen, knaccudukaums, knactepmsaums,
YMCrEHHblE OLEHKW, Hambornee BnuATENbHbIE NMOMb30BaTENW, HEMPOHHAs CeTb, AKCMepTHasi cMcTema,
NCKYCCTBEHHbIN MHTENNEKT, NPOTECTHbIE ABWKEHMS.
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COMPARISON OF METHODS FOR IDENTIFYING
USER ROLES IN ONLINE SOCIAL NETWORKS

The development of social media has led to its use as a tool for propaganda and mobilising us-
ers to participate in protest movements and political actions aimed at undermining the foundations of
society and overthrowing the current government. The impact on social media by the organisers of pro-
test movements has become increasingly targeted and organised. In the context of ensuring public
safety and countering destructive influences on social media, it is becoming increasingly important to
identify the structure of purposeful impact on social media. Important elements of this structure are the
roles played by social network users who participate in the protest movement.

The paper presents the data of a survey of the social network VKontakte users in Perm region,
who have published protest-related materials during the year 2020. Descriptions of the roles of social
network users based on data on their publication activity are presented. Existing methods of identifying
the roles of online social network users based on clustering and neural network classification are de-
scribed. Problems associated with the preparation of datasets for qualitative training of neural networks
are indicated.

The authors have researched user roles using different clustering methods, and proposed origi-
nal methods of numerical evaluation of user roles and expert neural network classification of user roles
based on artificially synthesized datasets. The results of comparison of different clustering methods,
numerical estimation method and expert neural network classification method are presented, their ad-
vantages and disadvantages are indicated. High correlation between numerical evaluation method and
expert neural network classification method is shown. It is noted that the effectiveness of expert neural
network classification of roles of users in social networks is higher than that of various clustering meth-
ads. In conclusion, the optimum areas of application of the proposed methods for classifying the roles of
social network users are indicated and the directions for further research are outlined.

Keywords: social network, user roles, classification, clustering, numerical method, most influ-
ence users, neural network, expert system, artificial intelligence, protest movements.

Introduction

The current level of development of social media and the extent of its
penetration in everyday life has resulted in social media becoming a power-
ful tool in organizing political actions and other protest phenomena. Over
the past 10 years, the most prominent examples of political actions using
social media are the Arab Spring events in 2010-2011, the #Occupay
movement in the US in 2011, protests in Turkey, Brazil and Hong Kong
(2013-2014), as well as the recent presidential elections in Belarus (2020)
and political actions around Navalny's arrest and "Putin's palace™ in 2021.

The study of the mechanisms and degree of influence of social net-
works on people's behavior has generated a great deal of scientific interest.
In [1-3], the authors argue that all protest movements are inextricably
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linked to the creation of autonomous communication networks supported by
the Internet, while in [4, 5] the authors explicitly point to the significant im-
pact of social networks on the level of people's mobilization for active ac-
tion. According to the authors [6], the use of distributed unorganized social
networks facilitates the dissemination of information among protest groups
through interpersonal connections and increases the ability to mobilize par-
ticipants for specific actions.

However, recent protests show that the impact on social networks is
becoming more and more organised and targeted, manifesting as infor-
mation waves triggered by various newsworthy causes. No matter where the
news is coming from, whether it is a real event or a fake one created to
achieve a certain goal, it is being embedded in social networks, spread
among as many online users as possible, amplified through multiple discus-
sions, and supported by a large number of users' approval. In a targeted at-
tack on a network, specific users with specific tasks or roles are behind the
actions. Thus, the main challenge in countering targeted influences on social
networks is to develop methods and software to identify the roles of users
and their level of influence on social networks. This paper explores methods
for identifying user roles in online social networks.

1. Overview of methods for identifying user roles

The social roles of users are expressed in the forms of their online ac-
tivity. In order to analyse and categorise users into roles, data on the number
of publications, types of publications, patterns of their behavior etc. are usu-
ally used. The sum of such data can be interpreted as creating a conditional
user profile. Clustering or classification methods are used to divide such
profiles into groups with similar parameter values.

When clustering methods are used, sets of users are divided into
groups with the closest parameters. A description and comparison of the
best known clustering methods are presented in [7, 8] et al. The authors
[9-11] use the K-Means clustering method to partition users into groups,
while [12] uses the N-gram clustering method. A combination of several
clustering algorithms of K-Means, SOM and DBSCAN is presented in [13].
A combination of centrality and clustering metrics is proposed in [14, 15].

In addition to clustering methods, it is also possible to use neural net-
works to divide sets into groups. For example, in [16], the authors use a neu-
ral network as one of the tools for image classification and in [17] they pro-
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pose a hybrid neural network for text classification to detect users' inten-
tions. The use of deep neural networks to classify Twitter users' sentiments
is presented in [18]. Judging by the dates of these publications, classification
of sets using neural networks is becoming increasingly popular.

Before exploring techniques for identifying users' social roles in social
media, it is necessary to define the term "social role™. In [19] it is proposed
to standardise the use of the term 'social role' in online communities as a set
of social, psychological, structural and behavioral attributes, and suggested
strategies for identifying users' social roles in some online communities.
However, the authors do not propose a strict classification of users' social
roles, as the set and definition of social roles depends both on the type of
social community and on the context in which user roles are considered.

2. Identifying user roles

In the context of countering the influence of social media on citizens'
protest activity, it is of interest to identify the following types of roles:

1. A poster is an idea generator, a content creator, often an opinion
leader and, with a lot of connections, can rally a large number of users
around him or her.

2. Reporter — a distributor of ideas, rarely creates content, mostly re-
posts existing publications, aims to maximise dissemination of others' publi-
cations.

3. Commentator — does not create content, does not repost, but leaves
lots of comments, engages in condemnations and arguments. Often creates
redundant comments to increase the popularity of discussion topics.

4. A passive member is a user who is not very active online in terms
of creating content, reposts or comments, but regularly visits various pages
in the social network. Is the recipient of all information created by Posters,
Reposters and Commentators.

3. Identification of user roles by numerical evaluation

When analysing the roles of the users in this paper, data on 1,793
Perm Krai users involved in protest activity in the social network
VKontakte, who published protest-related materials in 2020, was used. The
list of data collected for each user is presented in Table 1.
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Table 1
General statistics of the Perm Krai protest sample for 2020

Ne .

W Parameter name Min Max
1 |Age of account (days) 86 5170
2 |Number of friends 1 10 000
3 |Number of subscribers 1 12 828
4 INumber of subscriptions 1 5481
5 |Number of posts created 0 16 221
6 |Number of reposts created 0 36 209
7 |Number of comments created 0 2012
8 |Number of other people's posts on the wall 0 506
9 |Number of reposts received 0 4299
10 [Number of comments received 0 41108

To determine the roles of users by numerical evaluation, the parame-
ters of the level and form of their activity were used (items 5-7 of Table 1),
because it is these parameters that determine the nature of user behaviour on
the network.

The first task was to divide the array of users into active and passive
users. The division was based on the assumption that active users published
significantly more material than passive users. The ratio of materials pub-
lished by active and passive users was assumed to be 70/30. To identify ac-
tive users an activity rating was calculated by ranking in descending order of
the sum of the number of publications (posts, reposts and comments) for
each user. The total amount of content published by users, starting with the
leader of the ranking, was then calculated sequentially down the ranking and
compared with the total amount of content published. When the sum of ma-
terials reached a value of 70 % of the total sum of publications, the counting
was stopped. That is, active users published a total of 70 % of the total
number of publications, while passive users published the remaining 30 %.
Next, a list of users whose sum of publications was 70 % of the total amount
of published materials was determined. = Mathematically, it can be ex-
pressed as follows:

If pi — the number of posts published by the user i,

ri — the number of reposts published by the user i,
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ki— number of comments published by the user i,
the level of activity a; user i can be expressed as

a'i:pi"i_ri_i'ki’ (1)
then the total activity A of all users will be
A=>a, 2)

where | — total number of users.
Total number of materials A,, published by all active users can be ex-

pressed as

A=Ya=0TA )

where n — user number in the activity rating for which the equality is ful-
filled (3). Thus, activity rating users with numbers {1,2, ... n} are active and
all others are passive. In our case the number of active users is n = 243. The
remaining 1,550 users are defined as passive users. A graph of the user ac-
tivity rating with the boundary between active and passive users is shown in
Figure.

[ User activity rating ]

__A=»

Active users

Passive users

[ Number of user publications ]

[User number in the ranking)

Fig. Activity ranking with boundary of division
into active and passive users
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As shown in Figure 1, a small number of users with high levels of ac-
tivity fell into the active category, while there were many more passive us-
ers. It is these users that were identified at this stage as users who are Pas-
sive participants.

The next task was to classify active users into Poster, Reposter and
Commentator roles. For this classification it was assumed that a user per-
forms a pronounced role if one type of activity accounts for at least 60 % of
their total activity. In other words, a Poster would have at least 60 % of their
published posts out of their total published content, a Reposter would have
at least 60 % of their reposts and so on. In other words,

if p,>0,6-a — the user role is defined as Poster,

if r>0,6-a — the user role is defined as Reposter,

if k; >0,6-a, —the user role is defined as Commentator.

As a result of performing calculations of the proportion p,, r, and Kk,
in activity level a, for each active user, a separation of users by role was

performed. Most of the users we identified as active users satisfy the cut-off
rule of 60 % for an activity. At the same time, among the active users we
identified those who did not satisfy the cut-off rule of 60 % for any of the
activities. Such users we have classified as Universal. Exploring the func-
tion of Universals is a topic for a separate study. The identified user roles
are presented in Table 2.

Table 2
General statistics on the identified roles of users
on the Perm region's protest theme for 2020
No
User role Number of users
/o
1 Poster 29
2 Reposter 195
3 Commentator 2
4 Universal 17
5 Passive 1550
6 Total 1793
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Thus, using the numerical evaluation method, we identified the roles of
the users Poster, Reposter, Commentator, Universal and Passive Participant.

As Table 2 shows, the main number of users in the submitted sample
are Passive participants. Given that in the sample presented the number of
Commentators is very low and the role of Universalists is yet to be ex-
plored, further calculations will be performed for the roles of Poster and
Reposter. The parameter ranges for items 1-7 in Table 1 for each role are
shown in Table 3.

Table 3
Parameter value ranges identified for the user roles Poster,
Reposter, Passive Participant
Posters Reposters Passive member
Parameter
Min | Max | Min | Max Min Max
1 |Age of account (days) 311 | 4382 0 4881 86 5170
2 |Number of friends 1 9993 6 8117 1 9999
3 |Number of subscribers 1 5568 1 1948 1 12 828
4 |Number of subscriptions | 7 1148 7 3634 1 5481
5 |Number of posts 1579 |16221| O 3319 0 1950
6 |Number of reposts 0 5195 | 1396 |36 209 0 2119
7 |Number of comments 0 341 0 1123 0 1005
8 Number of other people's 0 87 0 506 0 149
posts on the wall
g |Number of reposts 0 |2839| 0 |4209| 0O 2027
received
10 [Number of comments | o |49 108| o |16459| 0 | 4296
received

4. Expert neural network classification of user roles

In order to perform neural network classification of user roles, high-
quality datasets including training, test and validation sets are needed. The
preparation of such datasets is a separate problem. Some authors, such as
[20, 21], use ready-made datasets, while others prepare their own datasets
for training their neural networks. The use of ready-made datasets is con-
venient, but can be associated with both difficulties in obtaining them and
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incomplete correspondence of the ready dataset to the subject area for which
it is planned to be used. In addition, neural networks trained on some net-
works may be unsuitable for other networks. Pointing this out, the authors
of [22] suggest using transfer learning to analyse users' social roles.

Usually, real data from a specific subject area are used to prepare da-
tasets. The data sets obtained in this way are partitioned into specific classes
by experts. Although this is the most common method of preparing datasets,
it is associated with some problems. For qualitative training of a neural net-
work, it is necessary to ensure a uniform number of examples for each rep-
resented class, and the number of examples should be large enough. At the
same time, there are always outliers, irregularities and skewness towards
one or another class in the real data. Therefore, in order to prepare a high-
quality dataset, it is necessary to mark up a very large number of examples,
which is associated with high labour costs.

Thus, the authors of [23] prepared a special dataset of 1,000 user pro-
files to train a neural network that determines the social roles of Twitter us-
ers. The authors [24] prepared a dataset based on 740 thousand messages,
while the authors of [25] used a dataset consisting of more than 1.2 million
text messages extracted from the online community of higher education in
Australia. To train their neural network, the authors [26] prepared a dataset
based on content analysis of 350 million messages on Twitter.

In our case, there were no ready-made datasets, so we had to create
them ourselves, which, in turn, was associated with high labour costs for
collecting and marking up the necessary data. To solve this problem, a
method of expert neural network classification was applied, based on the use
of datasets artificially synthesised based on the knowledge of experts in the
given subject area.

The essence of the method is that an expert with deep knowledge of
the subject area can easily describe or reconstruct the most characteristic
variants of behavior of the object under study or modeled and give examples
of the so-called extreme cases. However, the main problem with this method
is that the expert is often unable to provide the required number of examples
of behavior of the simulated object for the qualitative training of a neural
network. At the same time the expert may not indicate specific values of in-
put parameters, but rather allowable ranges within which a change of one or
another parameter, in the expert's opinion, will not lead to a significant
change in output parameters. Using the ranges given by the expert, it is pos-
sible to randomly generate additional examples and bring the training set to
the size necessary for high-quality training of the neural network.
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The expert neural network was used to identify the roles of Poster,
Reposter and Passive Participant. We did not identify the roles Commenta-
tor and Universal, as according to Table 2 their number is too small to as-
sess the quality of the neural network. These three roles we have subse-
quently used as the output parameters of the neural network model. It was
assumed that the first output parameter Y1 is equal to one if the user is a
Poster and equal to zero if the user is not a Poster. The second output pa-
rameter Y2 is equal to one if the user is a Poster and equal to zero if the user
is not a Poster, etc. As input parameters X1X7 of the neural network model
it was accepted to use characteristics of item 17 of Table 3.

For the generation of sets as expert ranges, the minimum and maxi-
mum values of the parameters of item 17 of Table 3 were taken for the roles
Poster, Reposter and Passive Participant, identified earlier by numerical
evaluation method. Further, 400 examples were synthesized randomly ac-
cording to the method [27] for each role with equal steps from the maximum
to the minimum value X1 and indicating the attribute of belonging to the
role Y1, Y2, Y3. In the process of synthesizing the sets, the rule of identify-
ing passive users, according to formula (3), and the predominant form of
activity for the roles Poster and Reposter were taken into account:

if p,>0,6-a — the user role is defined as Poster,

if >0,6-a —the user role is defined as Reposter.

All the sets were then combined into a common set and shuffled random-
ly. A total of 1200 examples were obtained, which were split into three sets:

— training — 1,000 examples,

— validating — 100 examples,

— testing — 100 examples.

A neural simulator was used to design the neural network Nsim5-10*
(access www.LDbAI.ru). The formula used to estimate the error is:

Z(dn _yn)2
S R
|max(d,) —min(d,)|

100 %, (4)

where N — number of sample elements, d, — is the declared role of the nth
user, and y, is its role estimated by the neural network.

! Neurosimulator 5.0: state registration certificate for computer programme
No. 2014618208 dated 12.07.2014 / F.M. Cherepanov, L.N. Yasnitsky (RF).
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The best result was shown by the perseptron neural network with sev-
en input neurons, one hidden layer with six neurons and three output neu-
rons. The hyperbolic tangent was used as the activation functions of all neu-
rons. The error of the neural network calculated by the formula (4) for each

role is presented in Table 4.

Table 4
Neural network model error values for different roles
Set name Error Error Error
Poster (Y1) Reposter (Y2) Passive (Y3)
Training 0,0 % 45 % 3,1 %
Testing 0,0 % 0,7 % 50 %
Validating 0,0 % 0,0 % 0,8 %

Table 4 shows that the neural network has learned the patterns of user
role definition. This means that the neural network behaves in the same way
as the simulated users of the social network would behave. Therefore, the
neural network can be used to identify the roles of users in the Perm region
of the social network VKontakte. Recall that the neural network was trained
on an artificially synthesized set of.

A real set classification was then performed using a trained neural
network, the results of which were compared with the results of identifying
user roles using the numerical evaluation method (Table 5).

Table 5

Correlation between the results of the numerical estimation method
and the neural network classification method

Ne Pearson correlation coefficient between the numerical Value
/1 estimate and the neural network classification method
1 Poster 0,97
2 Reposter 0,96
3 Passive 0,98

As can be seen from Table 5, the results obtained by the numerical
evaluation method and the neural network expert classification method are
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very similar and both methods have proved to be applicable to the task of
classifying user roles.

5. Clustering of users

Another method that could be used to select groups of similar users is
clustering. K-Means, spectral clustering, and hierarchical clustering algo-
rithms were used to perform clustering, for which the number of clusters to
be searched could be specified. The aim of the clustering was to identify the
roles Poster, Reposter and Passive Participant, i.e. the number of clusters to
be searched is 3. The inputs for the clustering were the same parameters
(item 1-7 of Table 3) as for the neural network classification.

Table 6 shows the correlation between the numerical results and the
different clustering methods.

Table 6

Correlation between numerical results and clustering methods
for Poster and Reposter roles

. Correlation between nu- | Correlation between numer-
Clustering ) o ) N
Input data merical estimation and |ical estimation and Reposter
method . .
clustering methods Poster clustering methods
X1-X7 KMeans 0,20 0,20
x1xy | Seecal 0,04 0,04
clustering
x1-x7 | Hierarchical 0,22 0,23
clustering

As can be seen from Table 6, classical clustering methods did not pro-
duce a positive result when trying to solve our problem.

Conclusions

As we can see from Tables 5 and 6, the results obtained by numerical
and neural-network methods almost completely matched, while clustering
proved to be inapplicable for our task. Analytical studies of the profiles of
the most influential and popular Posters and Reposters showed that most of
them are ardent opponents of the current government, actively promoting a
protest agenda, having high influence in the social network VKontakte in
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the Perm Krai segment. This confirms that we got two equally effective
methods to classify user roles.

The use of the numerical estimation method is recommended for ad
hoc analyses of user arrays in unsteady or temporary social phenomena. The
neural network classification method is more suitable if the social phenom-
enon is stable and experts can predict adequate values of ranges and ratios
of subject matter parameters. An important feature of the neural network
classification method is that it can be used in online applications of stream-
ing estimation of user parameters. Such applications can be used to prepare
information for deciding to block, suppress activity, or put key users on so-
cial network for monitoring. In addition, the use of artificially synthesised
sets can be proposed when real-world examples for training neural networks
are insufficient and the ranges of variation of the input data are known.

It is envisaged that the results of this work will be used to identify the
structure of social network influence, examine patterns of structure behav-
iour over the life cycles of different information occasions, and develop a
methodology for identifying signs of targeted social network influence.
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