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MOJAEJIb OBHAPYXEHUA KOMMNbIOTEPHbLIX ATAK
HA OB BEKTbl KPUTUYECKON NHOOPMALIMOHHOW
MHOPACTPYKTYPbI

MpoBeneH kpaTkM aHanu3 Npobrembl KOMMbIOTEPHbLIX aTak kak Hambonee onacHon opMbl
BO3[ENCTBNA Ha 0OBEKTbI KPUTUYECKON MHAOPMALIMOHHOW MHAPACTPYKTypbl. OTMeYeHbl 0cobeHHOCTM
TPaAULMOHHBLIX KOMMbIOTEPHbIX aTak. [prvBeageHa XxapakTepucTuka TapreTMpOBaHHON KOMMbIOTEPHOW
aTaku, paccMOTpeHbl ee ocobeHHocTu. MpuBeaAeHbl TEHAEHUMM K YBENWYEHUIO Yrpo3 AaHHOro Tuna.
ObocHoBaHa HEOOXOAMMOCTb COBEPLUEHCTBOBAHUS CUCTEM OBHapYyXEHUsI BTOPXXEHWUA U BbISIBIIEHUS
KOMMbIOTEPHBIX aTak. MNpeacraBneHa 3agaya obHapyXeHusl atakum Ha ypoBHe npasurn. CpopmynupoBa-
Hbl NPOBneMbI Krnaccuyeckoro nogxoga npu hopmvpoBaHuv npaswn. MpeanoxeH noaxod Ans pelue-
HWSA 3a4ayun OBHapyXeHVsS BTOPXXEHUA Ha OCHOBE MaLLMHHOIO oby4eHuns, obnapaloLmii nepeyHem npe-
MmyLLecTB U HegocTtatkoB. CchopMynupoBaHbl TPEGOBaHUS AN UCKIOYEHUS BO3MOXHbIX HELOCTaTKOB
pacno3HaBaHuWsl KOMMbIOTEPHOW aTaku. NpeacTaBneHa cxema ceTu nabopaTopHOl YCTaHOBKM, UCMOSb-
30BaHHOM Ans 3anvcy aHanuaupyemoro Tpaduka, ¢ nocrneyLmm BbisIBIEHNEM NPU3HAKOB KOMMbHO-
TepHol aTaku. ChopMynmpoBaHbl NpenmyLLiecTBa BbiGpaHHoW Mogenu. MocTpoeHs! rpaduku, UnnocT-
pypytoLLMe acCMMNTOTUYECKYIO CMOXHOCTb NOAXOAO0B K Knaccuduvkaumm Tpaduka, npegukat pasbueHus
no wHgekcy [kuvHu. MNpvBegeH npumep BepLUMHBbI OepeBa PeLLUeHU, UCMonb3yeMoro B aHcambne,
a Takke TPEX MepBbiX YpoBHeW AepeBa pelueHui. CchopmynmpoBaHa MeTpuKa kadecTBa MOnyyYeHHOW
Mogenu. MNpoBedeHa oueHka MoAenu NoCpeacTBOM Kpocc-Banuaauuy Ha nsTu Bblbopkax, a Takke
oueHeHa ee TOYHOCTb. B xone akcnepvmeHTOB Hap paspaboTaHHOM MoOAernbio MOCTpoeHa maTtpuua
owmnbok. MpoaHanuanpoBaHbl pe3ynbTaThbl U cAenaHbl HeobxoauMble BbIBOAbLI O AOCTATOMHOW addpek-
TUBHOCTW pa3paboTaHHon moaenu. MprBeaeH paHXMpoBaHHbIA CMIUCOK NapamMeTpoB, KOTOPble MOAENb
nocyvTana BaXHbIMW AN NpuHATUS pelueHusi. lNpoBegeHa oueHka paboTbl MOCTPOEHHOW MOAENM
C TOYKM 3pEeHUst BbIOPaHHbIX NMPU3HAKOB MapameTpoB coefuHeHus. CchopmynmMpoBaHbl HanpaBrneHus
paboTbl ANs COBEPLUEHCTBOBAHUSI MOCTPOEHHOW MOAENN.

KniouyeBble cnoBa: kputudeckas MHopMaUMOHHasa MHPacTpyKTypa, KOMMbIOTEpHas aTaka,
3awmTa nHopmMaumm, cuctema obHapy>XeHUsi BTOPXKEHWUIA, MeTof OoBHapyXeHusi aHoManui, aHanus
curHaTtyp.
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THE MODEL FOR DETECTING COMPUTER ATTACKS ON
OBJECTS OF CRITICAL INFORMATION INFRASTRUCTURE

In this paper was made a brief problem analysis of computer attacks as the most dangerous
form of exposure to objects of critical information infrastructure. Features of traditional computer attacks
were noted. The characteristic of targeted computer attack was given and its features were considered.
The trends to an increase in threats of this type were given. The necessity of improving intrusion detec-
tion systems and detecting computer attacks has been substantiated. The task of detecting attacks at
the rule level was presented. The problems of the classical approach were formulated while forming the
rules. An approach for solving the problem of intrusion detection, based on machine learning, has a list
of advantages and disadvantages. Requirements were formulated to eliminate possible deficiencies in
the recognition of a computer attack. A diagram of the laboratory setup network used to record the ana-
lyzed traffic was presented with the subsequent signs identification of a computer attack. The ad-
vantages of the selected model were formulated. Graphs illustrating the asymptotic complexity of ap-
proaches to traffic classification, predicate partitioning by the Gini index were constructed. An example
was given of the vertex of the decision tree used in the ensemble, as well as the first five levels of the
decision tree. The quality metric of the resulting model was formulated. The model was evaluated by
cross-validation on five samples and its accuracy was estimated. During the experiments on the devel-
oped model an error matrix was constructed. The results were analyzed and the necessary conclusions
were drawn about the sufficient effectiveness of the developed model. A ranked list of parameters that
the model deemed important for decision making was given. The evaluation of the work of the con-
structed model, in terms of the selected features of the parameters of the connection, has been carried
out. The directions of work for the improvement of the constructed model were formulated.

Keywords: critical information infrastructure, computer attack, information security, intrusion de-
tection system, anomaly detection method, signature analysis.

B nocnenHee BpeMs 3HAUMTENBHO 0OOCTpPHIIACH MPOOJIEMa KOMIIbIO-
TEPHBIX aTaK Ha NHPOPMAIIMOHHBIE CHCTEMBI Pa3INYHOTO Ha3HAYCHUS U TO-
nonoruid. [lox komnbrorepHo atakoil (KA) moHumaercs 1eneHanpaBiieH-
HOE BO3JCiiCTBME Ha HH(POPMAIMOHHBIE CUCTEMBl M HH(POPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHBIE CETH MPOTPAMMHO-TEXHUYECKUMU CpPEICTBAMH,
OCYIIECTBIISIEMOE B IEJSIX HAPYIICHHs] 0€30MacHOCTH HH(POPMAIMH B ITHX
CUCTEMaXx U CeTsIX.

TpaguuonHo obecrnieueHue 6€30MacHOCTH HH(HOPMALMOHHBIX CUCTEM
(MC) ocymiecTBasI0oCh NOCPEACTBAM 3aIUThl OT THUIOBBIX MAaCCOBBIX HH-
(GOpMaIMOHHBIX aTaK, TAKUX KaK KOMIBIOTEPHBIC BUPYCHI, MOIIEHHUYECTBO,
CETeBbIC aTaKu, BHYTPEHHUE YTE€UYKU U T.A. TUIIOBbIE CUCTEMBI 3alIUTHl HH-
dbopmaru cTajau UMETh IIa0JOHHBIA BUJ U COJIEPKATh B cebe Habop ompe-
NIEJICHHBIX, OJJHOTUITHBIX (PYHKIIMOHATBHBIX CPENICTB, TAKUX KAaK MEKCETe-
BbIC DKpaHbI, AHTUBUPYCHBIE CPEJCTBA M T.II., KOTOPBIC MO3BOJISIOT MIPOTH-
BoCcTOATh TpamuiuoHHbIM KA. Ilpu sToMm, kak mokazana NpakTUKa, HpU
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ocymiecTBieHUH Bo3eicTBUsl Ha VIC Golee CIOXKHBIX MO CIEHAPUIO Peau-
3allMM U UCIIOJIb3YEeMbIM TEXHOJOTUSM aTak, TPaJUIMOHHBIE CPEICTBa HE
o0ecrneunBaroT 3a/1aHHbII YPOBEHb 0€30MacHOCTH UH(POPMAIIHH.

Kpome Toro, TeHaeHIel mocneAHUX JIeT CTAJIO MOSBICHHUE Y3KOHA-
MPaBJICHHBIX KOMIIBIOTEPHBIX aTak (I[EJEBBIX, TApPTreTUPOBAHHBIX), IIEJIBIO
KOTOPBIX SIBJISIIOTCA KOHKPETHBIE KOMMEPUECKUE WM TOCYIapCTBEHHbIE Op-
raHU3alMl W WX BBIYMCIUTENIbHBIE CETH. BONBIIMHCTBO aHAIUTUYECKUX
MIPOTHO30B, MPOBOJAUMBIX B JAaHHON 00JacTH, CBUIECTENHCTBYET O TOM, YTO
B Ompkaiilee BpeMsl KOJIMYECTBO MOJOOHBIX aTak OyneT aKTHBHO BO3pac-
tath [1, 2, 3]. D10 00ycNnOBIMBaET HEOOXOAMMOCTh HCCIEIOBAHUS TPOOIIE-
MBI U MOUCKA 3P(EKTUBHBIX C TOUKH 3PEHUS 3aIUIICHHOCTH UHQOpMAIIH-
OHHOM COCTaBJIAIOLIEH, PEIIICHUI.

3HAUUTENBHYIO pOJIb B TOBBIIICHUH 3¢ dektuBHOocTH WC CchIrpano
BHEJPEHHE COBPEMEHHBIX KOMILUIEKCHBIX MOAX0M0B K OezonmacHoctu (DLP,
SIEM, IDS). B 10 *e BpeMsi HE BCE M3 KOMIUIEKCHBIX M JIOPOTOCTOSAIINX
pemieHui B 061acTH MHGOPMAMOHHONH 0€30MacHOCTH MO3BOJSUIA PEUIUTh
po0JIeMy KOMITBIOTEPHBIX aTak.

PazHooOpa3ue BapHMaHTOB HETaTHBHOTO HMH()OPMAIIMOHHOTO BO3JEH-
CTBUS, KOTOpbIEe MOIJIM Obl CIY>)KHUTh OOBEKTAMHU HCCIENOBaHHM, TpedyeT
pa3paboTKu UX aJeKBAaTHOTO MOJEIBHOTO MPEACTaBICHHS C YUETOM COXpa-
HEHUsl aJIEKBATHOCTH MOJIEIH NEHCTBUTENLHOMY 00pa3y araku. [lonsTme
aJICKBaTHOCTU MOJIEJEH ClielyeT paccMaTpUBaTh B ABYX aCIEKTax: aJeKBaT-
HOCTb MPOTOTUMY (KOPPEKTHOCTb OMHCAHMS COOTBETCTBYIOUICH aTaku)
U aJIeKBaTHOCTh TJIABHOM L€ — MPUMEHEHHE a/IeKBAaTHBIX MEp MPOTUBO-
JEHCTBHS CO CTOPOHBI CUCTEMBI 3aIUThI HH(QOopManuu [4].

OnHoit u3 Hanbosee BXKHBIX C TOYKH 3pEHHS OOHAPYXECHUS U JIOKAJIHU-
3anmu KA Ha UC sBnsiercst cucrema oOHapy»keHusi Bropxkenuid [5]. Pazpabot-
Ka cucteM oOHapyxkeHus BropkeHuid (intruder detection system, IDS), kak
MIPABUJIO, BBITIOJIHSETCS C UCMIOJIB30BAHUEM CITMCKA MIpaBuil (curHaryp) [6, 7].

Pemenne 3amaun oOHApYKEHUS aTaKu HA YPOBHE MPaBUII, COCTaBJICH-
HBIX aIMUHUCTPATOPOM OE30MACHOCTH, UMEET CIEAYIOUIUI BUJ (Harmpumep,
npaBuia s IDS ¢ OTKpBITEIM HCXOIHBIM KOJIOM Suricata):

alert tcp S$EXTERNAL_NET any -> S$NET $SSH_PORT
(msg:"Possible SSH brute forcing!"; threshold: type both, track by_src,
count 5, seconds 30; sid:1;)

[Ipu 3TOM CyIlIecTBYIOT MPOOIEMBbl KIAaCCHYECKOro moaxona (popmu-
pOBaHMsI IPABUIT:
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1. CI0XHOCTh COCTaBJICHHS MPABUJI U PACCMOTPEHHSI BCEX BO3MOXK-
HBIX CIIy4aeB aTak.

2. IlocTtosiHHas yrpo3a BO3MOXKHOCTH TOSIBIIEHHSI HOBBIX CIOCOOOB
IIPOHUKHOBEHUS B CETh, JUIsl KOTOPBIX elI€ He 0OHOBIIEHHI npaBuia B IDS.

B maHHOI cTaThe mpeaaraeTcsi MHOM MOIXO K PEIICHUIO 3aa9u 00-
HapYXCHHSI BTOPKEHUI, HA OCHOBE MAIIMHHOTO OOYYEHUs, K MIPEUMYIIIECT-
BaM KOTOPOTO MOKHO OTHECTH [6]:

1. Bo3MoOxkHOCTh pabOThl B U3MEHSIOIIUXCS YCIOBHUSAX 0€3 MepeKoH-
(GUrypupoBaHHs CUCTEMBI.

2. Bo3aMoxkHOCTh 00HAPYKEHHUS HOBBIX, PAHEE HE MCCIEIOBAHHBIX YT-
pO3 ceTeBOi 6E€30MaCHOCTH.

3. OTcyTCTBHE BBICOKMX TPEOOBAaHUN K YPOBHIO TEXHUYCCKUX 3HAHUI
U KBaTU(UKALUN AAMAHHCTPATOPOB O€30IaCHOCTH.

[Ipu 3TOM K HemocTaTKaMm MPeAIaraeMoro Moaxoja, 00yCIOBICHHBIM
CTOXACTUYECKON MpUpoAoi anropuTMoB ML, MOKHO OTHECTH ClEayrOLIne
npoOsemsr [5]:

1) HenmomHOE OOHAPYKEHUE YTPO3;

2) 510’kHBIE CpabaThIBaHUS CUCTEMBI OOHAPYKEHUS BTOPKCHUIA;

3) HEBO3MOKHOCTb OIPENEIUTh OCHOBAHUE MPUHATHUS OMPEIEIEHHOTO
pelIeHUs MpearaéMbIM aJrOpUTMOM.

HeB03MOXHOCTh UCKITIOYCHHSI BBIICHA3BAHHBIX HEJIOCTATKOB TpeOyeT
BBITIOJTHEHUSI CIIEAYIONINX TpeOOBaHUI:

1) BbIOOpa TakoW MOCIENOBAaTEIbHOCTH M MapaMeTpOB aJIrOPUTMOB
MAIIMHHOTO 00y4Y€eHUSsl, KOTOPbIE MOT'YT OBITh JIETKO HHTEPIIPETUPYEMBI;

2) BBIOOpa TaKOro AITOPUTMA, PEIIEHUS] KOTOPOTO MOTYT OBITh IOXO-
KU Ha XOJl MBICJICH YesioBeKa (aIMHHHCTpPATOpa 0€30MaCHOCTH CETH);

3) BeiOOpa Hambosiee OBICTPOrO AIrOpPUTMAa BBIMOJHEHHS 3aJayH, CIO-
COOHOTO OTepaTUBHO 00pabaThIBaTh TPA(UK B PEKUME PEATBHOIO BPEMEHHU.

Jist pa3paboTku Moaenu 0OHAPYKEHHSI KOMITBIOTEPHBIX aTaK HCIIOb-
3oBaHa 0a3a manHbix UNSW-NB 15, pa3zpaborannas corpynnukamu Cyber
Range Lab of the Australian Centre for Cyber Security [8, 9].

Ha puc. 1 npezncrasiena cxema ceTH J1a0OpaTOPHOI yCTaHOBKHU, HC-
MOJIb30BAHHOM JJIsl 3alKCH aHaIu3upyemMoro Tpaduka, ¢ IMOCIETYIOIIUM
BBISIBJICHHEM Tpu3HAaKoB KA.

B Hactosmiee BpeMsi pa3pabOTaHO MHOXKECTBO TOJXOJIOB JUTS M3BIICUe-
HUSI UHPOPMALIUKM O CETEBBIX COCIUHEHMSX ISl MOCTEIYIOLIET0 WHTEIIEKTY-
anbHOro a”amuza [10, 11, 12], B TOM uucie pelieHus, CIpOCKTUPOBAHHBIC
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C LEJBbIO TONYYEeHHS MaKCUMAaJIbHOW MPOM3BOAUTEIBHOCTH IJIsI 00paboTKU
OonbIX 00BEMOB TaHHBIX B pPeKUME peanbHoro Bpemenu [13, 14]. g ma-
IIMHHOTO 00Yy4eHHs OBUTH MCIIOIb30BaHbI TApaMETPhl JaHHBIX, YaCTh U3 KOTO-
PBIX Ipe/ICTaBIeHa Ha PUC. 2.

IXIA
Traffic Cenerator

10.40.184.30

10.40.85.30 | D

Server 1 Server 2 Server 3
(Malware)
59.166.0.0 175.45.176.0 149.171.126.0
Clients 4 Clients

= -~ __m
- Router 1
! Tcepdump

I;: 10.40.85.1
1,: 0.40.182.1

I,: 10.40.184.1

I,: 10.40.183.1
Firewall

W
Pcap 1;: 10.40.182.3
Files 1,: 10.40.183.3

-
Y 4 A

Puc. 1. Cxema cetn 1a00paTOpHO yCTaHOBKH, HCIIOIB30BAHHON [UIS 3aITUCH Tpaduka

MNo. Name Type Description
1 srcip nominal Source IP address
2 sport integer Source port number
3 dstip nominal Destination IP address
4 dsport integer Destination port number
5 proto nominal Transaction protocol
6 state nominal Indicates to the state and its dependent proto...
7 dur Float Record total duration
8 shytes Integer Source to destination transaction bytes
9 dbytes Integer Destination to source transaction bytes

10 sttl Integer Source to destination time to live value
1 dttl Integer Destination to source time to live value
12 sloss Integer Source packets retransmitted or dropped

Puc. 2. Cuoucoxk yactu napaMeTpoOB UCTIOJIb3YCMbIX TaHHBIX
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B kauecTBe MOAENM MANIMHHOTO OOYYEHHS NMPEUIOKEH CIydailHbIN
nec (O3TTUHT Ha JEPEeBbAX NMPHUHATHS pemieHuid). [Ipu 3ToM BBIACICHBI Tpe-
UMYIIeCcTBa BIOpaHHOU Mozenu [15]:

1) ckopocTh paboOTHl aNropuTMa: MapajuienbHas padoTa KakIoro u3
JIepEeBBEB, a TaKXkKe JorapuMuieckas aCUMITOTHKA CITyCKa IO JIEPeBY: Ha
puc. 3 npeacTaBieHbl OLEHKH CIOKHOCTH KJIACCUYECKOTO U MpeIaraeéMoro
MOJIXOJIOB CHUCTEM KJIacCU(UKALUU CETEBOro TpapukKa;

2) BO3MOXKHOCTh MHTEPIIPETALIMK: JACPEBbs PEIICHUH MPeJoCTaBIsIOT
BO3MOKHOCTh MOJIYYUTh JAHHBIE O TOM, HACKOJIbKO YacCTO KaXKIbId U3 KpHU-
TEpUeB 33eUCTBOBAH IS 33/1a4 KJIACCH(HUKAIIHNH.

25-

204

Yucno onepauuit

O(logyn)

2 10 15 20 25

Yucno npaBun

Puc. 3. AcumMnToTHdeckas CIIO)KHOCTh TTOAXO0I0B K KIIacCU(UKAIINN
tpaduka: O(n) — knaccuyeckuii moaxom; O(logyn) — noaxon
C UCTOJIb30BAaHUEM PELIAIOIINX JEPEBbEB

[omyyaem npeaukaT pazdoueHus no uHjaekcy JKkuHu:

H=3 p0-py). M

Takum 06pazom, osTyyaeM BEpIIMHBI JepeBa BH/Ia, IPEICTaBICHHOIO
Ha puc. 4. C KaxJ0i BEPIIMHONW aCCOIMUPYETCS MpPEIUKaT pa3OUEHUs BbI-
OOpKH 10 HEKOTOPOMY IapaMeTpy, a TaKkKe OLICHUBAETCSA KauecTBO pa3due-
HUS, B IaHHOM CITy4yae, UCIoNb3ys nHAeKC JIKUHU.

X[7]1<=465
gini = 0.072
samples = 4000
value = [3850, 150]

Puc. 4. IIpuMep BepIIMHbI JepeBa pelIeHUH, HCII0JIB3yeMOro B aHcamoi1e
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Pa30OuBasick Ha JBe TpyNIbI, HAOIIOACHUS CHOBA Pa30MBAIOTCS U TaK
nanee, IoJjlydash JEpPEBO pEIIeHUi, NMpuUMep KOTOPOro MpPEeICTaBIeH Ha
puc. 5. Pa3Ouenue 3akaHuMBaeTcs, KOrja OyIeT BBIIOJIHEHO OJHO U3 YCIIO-
BUI OCTAaHOBKHM INOCTpOCHHsS JepeBa peunienuil. Kak mpaBuio, 3To orpaHu-
YeHHE Ha KOJHMYECTBO pa30MEHHUi, BBICOTY JIepEBa, KOJMUYECTBO HAOIIOJIE-
HUMH, aCCOLMUPOBAHHBIX C JINCTOBOM BEPIIMHOU U IIp.

Puc. 5. IIpumep Tpéx mepBhIX ypOBHEH epeBa perIeHnit

B kadecTBe METpUMKM KadyecTBa IOJIyY€HHON MojeiaHu Obula BHIOpaHa
F-mepa — rapmoHHMUecKoe cpellHee MEKy TOUHOCTBIO (precision) v MOJHO-
Toii (recall) [16]:

2 ision [t

Flscore = ﬁi)re.c1.s1on eca]l’ (2)

precision-trecall

rac
TP
recall=————, (3)
TP+EN
TP

recision=————, 4
P TP+FP @

rae TP — BepHO pacnio3HaHHbIe BpeioHOCHbIE coenuHenus; FP — false posi-
tive, ommOku epBoro poaa; FN — false negative, ormmOku BToporo poja.
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Onenka pa®OTBI MOAENH OCYHIECTBISUIACH ITOCPEIACTBOM KpPOCC-
BaJIMJAlIMK Ha IATH BeIOOpKax. [1o1xo/ mo3BosiseT OLeHUuTh 0000IAOIYI0
CIOCOOHOCTH aNTOpUTMa Ha Pa3IUYHBIX MTOAMHOXKECTBaX JaHHBIX [17]:

1
score = NZHN score,. 5)

Ananu3 MeTpuk (puc. 6) MO3BOJISIET CIENIATh BBIBOJ O TOM, YTO IOIY-
YeHHAsI MOJIe]Ib UMEET JIOCTATOYHYIO TOYHOCTh omnpenencaust KA, 6mu3kyro
kK 100 %. Onnako ais 3agaun KiaccuUKAIMU C OYeHb HecOaJaHCUPOBaH-
HOW BBIOOPKOW KJaccoB (OOBIYHBIX COCJUHEHHWH BCET/a CYIIECTBEHHO
OoJibllie, YeM BPEJOHOCHBIX) HauboJiee MoKa3aTeIbHBIMU SIBJISIOTCS METPH-
ku precision u recall [18]. CoBOKynHOCTb 3HaU€HHUN 3a/1€HCTBOBAaHHBIX MET-
PUK TOKa3bIBAET, YTO MOJEIb AOCTUTAeT MPUEMJIEMOr0 KayecTBa IJIsl MC-
MOJIb30BAaHUS B PEAbHBIX CHCTEMax Jake MPU HEOONBIIOM KOJIUYECTBE Je-
PEBBEB IPUHSATHS PEIICHUH B aHCaMOIIe.

99,01

Accuracy
98,5

98,0

97,54 F1

Precision
Recall

97,04

3HaueHue METpUKH, %

96,51 S m—

96,01

95,5+

2 4 6 8 0 12 14
Yucno nepeBbeB B aHcaMOIIe

Puc. 6. MeTpHKH MMOJTyYeHHON MOJIEITH

B xome omHOro m3 IKCIEPUMEHTOB Haj pa3pabdOTaHHOH MOJENbIO,
ObUIa MOCTPOEHA MaTpHIIA OMNOOK, MpeICTaBIeHHAs Ha puc. 7. BuaHo, uTo
NOJaBJIAONIAst 1OJIsl TECTOBBIX IPUMEPOB OblIa paclo3HaHa KOPPEKTHO.

[IpumeuarenbHO, YTO B X0/1€ SKCIIEPUMEHTA HE OBLIIO HU OJIHOTO TpH-
Mepa BPEJOHOCHOTO COEAMHEHUs, KOTOpoe ObLIO paclo3HaHo Kak Oe3omac-
Hoe. OfHaKO Henb3sl ObITh YBEPEHHBIMH B TOM, YTO 3TO MPEUMYIIECTBO
pa3paboTaHHON MOJAEIN U OJO0OHOe CBOMCTBO OyIyT HMpPOSBIATHCSA Ha JIO-
OBIX IPYrUX JaHHBIX.
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PanupoBaHHBI CIHCOK MapaMeTPOB, KOTOPHIE MOJENb MOCYHTANA
BOKHBIMU ISl MIPUHSTHS pELIeHUs, cieayromuid: sttl, sport, djit, sintpkt,
dtcpb, sbytes, dintpkt, stcpb, dbytes, smeansz, proto_icmp,dsport, dloss,
spkts, dpkts, dmeansz, sloss, dttl, proto_tcp, ocTanbHbIe TapaMETPbl UMEIOT
HYJICBOU BKJIaJ] B PELLIEHUE MOJCIIH.

08
OObI4HBIC

0,6

F0,4

HcTuHHBIC 3HAYEHUS

BpenonocHsie
0,2

OObIYHbBIC BpenonocHsle

HpeﬂCKaSaHHLIC 3HA4YCHUA

Puc. 7. HopmanuzoBanHast MaTpuLia OIIMOOK MOJEIIH

[Tpu 5TOM BBIOOP MPU3HAKOB MOIYIHIICS JOCTATOYHO JOTHIHBIM:

1. Mogenb cyuTaeT BaXKHBIM MOPT, HCIOIB3YEMBI COEAMHEHUEM
(sport, dsport), KOTOpPbIil ACCOLMUPYETCS ¢ KOHKPETHBIM ITPUIIOKEHUEM.

2. Mogens  cumraer, uyrto UDP-coenuHeHuss mnoa03pUTEIbHEES
TCP-coenuneHui.

3. Mogenb cuuTaeT, 4T0 AHOMaJIbHOE KOJIMYECTBO MOTEPSIHHBIX MaKe-
TOB B COEAMHEHUU SIBJIAETCA MOA03pUTENbHBIM (sloss, dloss).

4. AHaAJOTUYHO 3TOMY MOJI€Tb CUUTACT MOJIO3PUTEIBHBIM aHOMAJIb-
HO€ YMCJIO0 MEepEeAaHHbIX TAaKeTOB 3a coeiuHeHue (spkts, dpkts), a Taxxe me-
penaHHbIX OaliToB (sbytes, dbytes).

5. Mopnens cuuTaeT MOAO3PUTEIHHBIMA COCIMHEHHS, B KOTOPBIX aHO-
MaJIbHOE KOJIMYECTBO MAKETOB C HEOOJIBIIIMM COJIEPKUMBIM (smeansz, dmeansz).

JlanpHeimas paboTa 1Mo COBEPIICHCTBOBAHUIO U OIIEHKE pa3padoTaH-
HOHM MOJIENIM TIPEAIOJIaraeT OTBEThI Ha CIEAYIOIINE BOTIPOCHI:

1. Ha xkakoM OCHOBaHMHU MOJIEITb OlIEHUBAET coeauHenus mo ttl (sttl, dttl)?
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2. Ha xkakoM OCHOBaHHUU MOJIETh CUNTAET BAKHBIM MPU3HAK JHKUTTEpPa
(pa3bpoc MakCHMMaJIbHOIO/MUHHMAJIBHOTO BPEMEHH MPOXOKICHUS IaKeTa)
JUISL TIOJTy4aTeisi, HO He UCTOYHUKaA?

3. Ha xakoM OCHOBaHMU MOJEJIb CUHUTAET BAXKHBIM HAYaJbHBIN Se-
quence number tcp-coenuHenus (stepb, dtcpb)?

Kpowme storo, tpebyercst nmpoBeneHUe (UIBTPALMU YacTH HE3aBUCH-
MBIX TEPEMEHHBIX MOJENM IO pe3yjbTaTaM KOPPEISLMOHHOIO aHalu3a
[19]. BmecTo dunbTpanuu JUIIHUX MEPEMEHHBIX PEKOMEHAYETCSI UCTOJIb-
30BaTh METOJbl YMEHBIICHUS PAa3MEPHOCTH, HAIPHUMEpP, METOJ TJIABHBIX
KOMIIOHEHTOB (principal component analysis, PCA) s 3aMeHbl HECKOJIb-
KUX KOPPEJIHUPYIOIINX MEPEMEHHBIX OJHOU cocTaBHOM [20].

TakuM o0Opa3oM, POCT KOJWYECTBA KOMITBIOTEPHBIX aTak Ha HMHOOP-
MAI[MOHHBIE CHCTEMbI, HEOOXOAMMOCTh 3amuThl 00bekToB KM Tpebdyror
noricka Hambonee 3(pPeKTUBHBIX CIOCOOOB OOHapykeHus arak. Pa3pabo-
TaHHAsi MOJEJb, MO3BOJISET MPEICTaBUTh PabOTy CHUCTEMbl OOHApYKEHHUS
BTOPXKEHHH, a TaKkKe OLEHUTH 3(PPEKTUBHOCTH €€ PYHKIIMOHUPOBAHMUS.
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