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Knuiouesvie cnosa:
MarucrpajibHble TPYOOIPOBOIbI,
HECaHKLMOHHPOBAHHbIE BPE3KH,
[epeKaYnBaCMBblii IIPOIYKT,
Ype3BBIYAHHBIC CHTYALMH, METO/IBI
OOHapyYKEHHUS U TIPEAYPEKICHUS
yTeueK MPOIYKTa,
pacrpe/ieieHHbIe BOJIOKOHHO-
ONTHYECKHE CUCTEMBI, 00ph0Oa

C UCKYCCTBEHHBIMH TIOMEXaMH,
MyJIbTHCEHCOPHAs CHCTEMA.

The statistics of emergency situations at pipeline transportation facilities indicates the presence of problematic issues during
transportation of products. In the structure of accidents of the past decade, theft of products (“mortise terrorism”) prevailed,
sabotage acts were recorded. The article presents data about the growth in the number of criminal interventions in the
operation of pipelines, which pose a great danger to the health and life of the population, a threat to the environment, as
they cause accidents, spills of oil and oil products, pollution of soil, rivers and water bodies, as well as associated
environmental and economic losses from these criminal interventions. Illustrated the total losses incurred by the owner of
the pipeline system from the attacks of intruders. The less the owner invests in ensuring the safety of the infrastructure, the
greater losses should be expected during the operations.

The analysis of publication activity in the field of ensuring the safety of pipeline transport and the detection of unauthorized actions
in the protection zone was carried out, which showed that the research is mainly focused on creating a system of physical protection
of pipelines that implements the principle of “do not miss the attacker’s contact with the shell of the pipe”. The main direction of
research to counter these threats is focused on the detection of disturbances of the seismic field in the security zone of the pipeline
using a fiber-optic cable (sensor). In addition to distributed fiber optic systems for the preventive neutralization of terrorist threats to
extended objects, the capabilities of video-analytical and thermal imaging systems were evaluated.

The structure of the system of physical protection of pipelines for the detection and neutralization of unauthorized tie-ins
into the pipe in order to minimize the level of losses during pipeline security is proposed.

Demonstrated the effectiveness of the proposed approach to determining the requirements for systems to protect objects
from terrorist threats.

CraTHCTHKA 4YPEe3BBIYANHBIX CHTyalMii Ha 0OBEKTax TPyOONPOBOAHOTO TPAHCIOPTA CBHACTEABCTBYET O HAIHIMH
MPOOJIEMHBIX BOIPOCOB MPH TPAHCIIOPTHPOBKE IIEPEKaYMBACMBIX IIPOAYKTOB. B CTpykType aBapmii mpormreariero
JIECSATHIICTUS] TIDe0OIaNa XHUIIEHUs dTHX NDOLYKTOB («BPE3HOH Teppopu3m»), 3aHKCHPOBAHBI JHUBEPCHOHHBIE AKTHI.
B crarbe MpUBECHBI JAHHBIC O POCTE YMCIA KPHMHHAIBHBIX BMELIATENIBCTB B PabOTY MarkCTPallbHBIX TPYOOIPOBOOB,
MPEJICTABIISIIONIMX OTPOMHYIO ONACHOCTDh JUIS 37I0POBbSl M JKM3HM HACENICHHs, YTPO3y OKpyXKalolleH cpene, Tak Kak OHH
SIBJIAIOTCS NIDMYMHON aBapWH. Da3IMBOB HebTH M HedTENPOLYKTOB, 3arpsA3HEHHs IOYBBI, PEK M BOJOEMOB, a TaKkKe
COITyTCTBYIOIIUX JKOJIOTHYECKUX U YKOHOMHYECKUX MOTepb. [IPOMILIIOCTPHUPOBAHBI CyMMapHbIC MOTEPU, KOTOpbIE HECET
COOCTBEHHHK TPYOOIPOBOJHON CHUCTEMbl OT HAMAJCHHIl 3JI0YMBIIUICHHUKOB. UeM MEHbIIC CPEICTB OH BKJIAIbIBACT B
obecrieyeHne 6€30MacHOCTH CO3JaHHON HH(PACTPYKTYPBI, TEM OONBIIHNX NOTEPh CIEAYET 0XKUIATH IIPU €€ SKCILTYaTaL|H.
IpoBenen aHayu3 MyONUKALIMOHHOM aKTUBHOCTH B 00JIACTH o0OecreueHus: 0e30IacHOCTH TPYOOIPOBOIHOTO TPAHCIOPTa U
oOHapy>KeHHsI HECAaHKI[MOHMPOBAHHBIX ICHCTBHII B OXPaHHOW 30HE, KOTOPHIH MOKA3all, YTO HCCIEAOBAHHS B OCHOBHOM
CKOHIIGHTPHPOBAHbI Ha CO3JaHHU CHCTEMBl (DU3MYECKON 3aIlIUTHl MAaruCTPAIBHBIX TPYyOOIPOBOIOB, peaIM3yIOMICH
MPHHIAI «HE MPOIMYCTHTh KOHTAKTa 3JI0yMBIIIICHHHKA ¢ 000104K0il TpyObI». OCHOBHOE HAINpaBIEHHUE MCCIIEOBAHMIT 110
MPOTUBOICHCTBUIO yKA3aHHBIM yrpo3aM OPHEHTHPOBAHO HA OOHAPYKEHHE BO3MYILECHHIT CEHCMUYECKOro MOJISt B OXPAHHOI
30HE TPYOOIPOBO/IA C IIOMOIIBIO BOJIOKOHHO-ONTHIECKOTro Kabess (rarunka). [IoMUMO pacipeaeeHHbIX ONTOBOIOKOHHBIX
CHCTEM JUIS NPEBEHTUBHOW HEHTpAIM3alMM TEPPOPUCTUYCCKUX YIPo3 TNPOTSHKEHHBIM OOBEKTaM OLECHUBAINCH
BO3MO)KHOCTHU BH/ICOBHOPOAHAIUTHYECKUX U TEIUIOBU3HOHHBIX CUCTEM.

IpensioxeHa CTPyKTypa CHUCTEMbI (DH3MYECKON 3alUThl MArHCTPAIGHBIX TPYOONPOBOAOB sl OOHAPY)KEHHS U HEHTpaIH3ain
HECaHKIIMOHUPOBAHHBIX BPE30K B TPYOY B LEISIX MUHIMAJIBHOTO YPOBHS IIOTEPH IIPH OXPaHe TPYOOIpOBO/IA.
IponemoHcTpupoBaHa P(HEKTUBHOCTh MPETOKEHHOTO MOAXOAA IO ONpEJEICHUI0 TPeOOBAHMH K CHCTEMaM 3allluTh
00BEKTOB OT TEPPOPUCTHUECKHUX YIPO3.
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Introduction

The pipeline transport is one of the safest,
reliable, efficient, cost-effective methods for
continuously  transporting an  unlimited
products flow over long distances, regardless
of the weather. The total length of Russian
pipelines for 2018 is about 285 thousand km.
However, the emergency situations statistics at
pipeline transport facilities indicates the
presence of problematic issues. As aging
pipelines begin to fail, there are leaks. Along
with the traditional emergencies causes:
corrosion, natural effects, personnel errors,
external influences began to play a significant
role (Table) [1].

Information on the pipelines
accidents causes in various regions
of the world

Causes of accidents on the oil/gas pipelines

Corrosion .N Personnel Other
influences | errors

Country | External |Equipment
(region)| influences | defects

abs.| % |abs.| % |abs.| % |abs.| % |abs.| % [abs.| %

Russia |63 |17 | 1930 6 |50 | — | — (12| 3 | — | —

USA 2312512011923 (23| 4 (10| 7|2 |23]21

Western

37150 | 25|16 [ 28| 15| 3 7 7
Europe

S| -7

There are other reasons that lead to leaks,
such as accidental damage to the pipeline,
acts of terrorism, sabotage, unauthorized
tapping in order to steal the product, etc.
According to statistics, approximately 63 %
of all cases are leaks arising from
underground gas pipelines, 27 % are damages
to the onshore part of the pipeline, 10 % are
cases of underwater pipe ruptures.

One of the most urgent and difficult
problems of pipelines operation is to detect
unauthorized tie-ins and preventing of oil
theft [2]. One of the main causes of accidents
on Russian oil pipelines is unauthorized tie-
ins and sabotage (69.1 %), as a result of
which an oil spill occurs, the pipelines are
impaired, which leads to a reduction in their

service life, significant economic damage is
caused, and preconditions for environmental
disasters are created. [3].

Over the past 10 years, almost 4000
unauthorized tie-ins have been identified in
Russia, which is 70 % of all crimes related
to the oil and its products theft. Thus,
according to preliminary estimates, already in
January-March 2018, attackers stole more
than 18.5 thousand tons of oil to the amount
of over 400 million rubles.

The graph of the number of committed

illegal tie-ins into mainlines in Russia
(2012-2017) is shown in Figure 1 [4].
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Fig. 1. Dynamics of illegal tie-ins into the mainlines
of Russia for the period from 2012 to 2017

Criminal interventions in the minelines
operation create a huge danger to the health
and life of the population and a threat to the
environment, as they cause accidents, oil and
oil products spills, soil, rivers and water
pollution [5]. The most dangerous
consequences are the gas pipelines ruptures,
since they can cause a shutdown of gas supply
to entire regions. However, even after a
complete shutdown of the gas supply facility,
there is a risk of the explosion or a gas leak,
which may cause environmental pollution.

Accidents lead to the leakage of oil
products, gas from pipelines, which represent
a serious danger to people, the environment,
causing enormous economic and
environmental damage. The dynamics of
environmental damage on the mainlines of
Russia for the period from 2012 to 2016 is
presented in Fig. 2 [6, 7].
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In recent years, the rate of accidents on
mainlines both in Russia and the USA has
stabilized at around 0.1 accidents per year per
1000 km for gas pipelines and about 0.1-0.4
accidents per year per 1000 km for oil and
product pipelines. The press secretary of
Greenpeace Russia in  his publication
(February 2018) indicated that more than
10 million barrels of oil are spilled in Russia
annually. This is two times more than in the
Gulf of Mexico accident [8].
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Fig. 2. Dynamics of environmental damage
from accidents on the mainlines
of Russia from 2012 to 2016

In the XXI the pipeline transport worn out by
50-70 %. According to the estimates of
EMERCOM of Russia specialists, more than
20 % of mainlines and more than 40 % of field
pipelines are more than 30 years old, although
the trouble-free use period is 10-20 years [9].
All this leads to the fact that Russia annually
loses billions of dollars.

The main cause of accidents on gas
pipelines in the USA is equipment defect
(27 %) and pipe corrosion (24 %). In Russia
the number of accidents caused by pipe
corrosion is 49 %, equipment defects 32 %.
For oil pipelines in the last decade, the main
cause of accidents is external exposure — 60 %
of cases, while in the US it is only 20 % [10].

The authors [11] analyzed the publication
activity in the field of pipeline transport safety
ensuring and of unauthorized actions detection
in the security zone. The analysis showed that
the research is mainly focused on the creation

of a physical protection system for mainlines
that implements the principle of “not to miss
the attacker's contact with the pipe shell”. The
authors of [11] found that over the past few
years a significant number of publications on
this topic have been presented in international
databases: more than 80 publications in
the Web of Science database, more than
60 publications in Scopus. Analysis of
publications in the RISC database for 5 years
(2012-2016) showed more than 90 papers
about the pipeline safety problem.

The results of studies on the product leaks
detection in oil and gas pipelines are
summarized in [12, 13]. It can be stated that
the main interest of foreign researchers is
concentrated on the development of seismic
(57 %), optical (23 %) and vibro-acoustic
(14 %) methods for product leaks detecting
and preventing. The development of seismic
methods focuses on improving signal
processing algorithms (~ 58 %), 27 % of
publications are devoted to analyzing the
capabilities of various sensors, the remaining
15 % can be attributed to the description of
detection objects and test results of the
proposed systems.

Considerable attention is paid to the use of
fiber-optic cable as a sensor for measuring the
temperature distribution and mechanical
stresses in the surrounding environment.
Local inhomogeneities of these indices lead to
Raman scattering of the pulse transmitted via
an optical cable (Raman, Mandelstam -
Brillouin, etc.). The location of these
inhomogeneities is judged by the propagation
time of the scattering components from the
site (the principle of active radar) [14-16].
Fiber optic sensors for the oil and gas
industry are manufactured by Weatherford,
BakerHughes, Halliburton, Schlumberger, as
well as the Russian enterprises Omega,
Optolink, Intel-Systems. The principle of
detecting external impacts (mechanical
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stresses) and leakage (local temperature
changes of the environment) is the basis for
the Omega leak detection and activity control
system (LDACS) developed by PISC
“Transneft”, which analyzes changes in
temperature field and detects leaks of gas, oil
and other liquids as well as in multiphase
pipelines with an accuracy of up to 5 m [17].
Another security fiber-optic system of a
similar purpose, the Dunay, which has
undergone numerous field tests at Gazprom
facilities, allows you to record the movement
of a pedestrian and manual digging directly
above the cable [18]. When a person or car
approaching, or when work near a protected
object, the system records and transmits
information to the operator’s computer about
the approximation with an accuracy of 10
meters. According to the results of the foreign
developments tests used to detect terrorist
attacks on extended objects, it can be
concluded that all issues have been resolved
[15, 19]. However, in the presence of noise of
natural and artificial origin, the efficiency of
these systems is not clear. This circumstance
led to the following conclusions:

— «In the open literature, no reliable data
was found on the satisfactory operation of
such systems over extended (over 10 km)
objects» [18];

— «For further improvement of the
method, research work is needed, <..> as
well as the development of data processing
techniques» [20];

— «Fiber-optic methods for detecting
leaks in pipelines <...> require serious
improvements. <...> In difficult seismically
active conditions, there is a need for
combined wuse with thermal vibration
methods ...» [21].

Noise factor

A sign of a terrorist attack is the intrusion
into the security zone and the formation of a

pit for contact with the pipe shell. Seismic
vibrations are formed at the site of the soil
deformation, which, upon reaching the fiber-
optic cable, causes it to deform. In the upper
soil layer, the velocity of the longitudinal
waves and the absorption coefficient are
approximately proportional to the square root
of the oscillation frequency. Depending on
water saturation, soil porosity, etc. the speed
of these waves can vary by more than
10 times. For these reasons, the shape
of the recorded disturbances can change
significantly  during the day. This
circumstance makes it difficult to use these
detection methods in the noise background.

The amplitudes of natural seismic noise
are at a level of 1 um [22] and are
comparable with the amplitude of the signals
to be detected (Fig. 3).
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Fig. 3. Register of wind speed and seismic

noise module in open areas (grass height 0.2 m)

at a distance of 7 m from the forest belt (a);

type of signals “shovel digging” at a distance

of 9 m from the sensor along the horizontal (b)
and vertical (c) axes
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This  circumstance  determined  the
appearance of conclusions like ... analysis of
data from a distributed fiber-optic sensor is
complicated by a high level of interference”
[23]. To combat the interference accumulation
techniques are used, filtration. The most
widespread wavelet filtering, this allows to
reduce the noise level in all frequency ranges.
Most foreign studies are focused on the
development of this area.

In [24] it is argued that the detection of
Raman scattering signals against the noise
background was ineffective. The use of wavelet
noise cleaning has increased the signal-to-noise
ratio by 11 dB. The work [25] is devoted to the
fight against environmental noise affecting the
indices of phase-sensitive reflectometry (phi-
OTDR) during the detection and localization of
dynamic excitations. It is argued that using the
“specific” spectral analysis, the probability of
correct detection can be increased to 94 %, and
the level of false alarms — up to 6 %. Are these
numbers acceptable?

The existing approach to assessing the
required indicators of security systems is
formed on the basis of expert technologies.
Probability of correct detection 0.8; 0.9; 0.97
recognized as low, medium and high
“signaling” reliability. As regards the noise
immunity of the method, one false response
for 100 hours or less on a section 250 meters
long is considered unsatisfactory. In this case,
the flow of false alarms in the 2.5 km section
exceeds the limit beyond which the security
service stops responding to them. High noise
immunity is considered to be 1 false response
for 1,300-2500 hours on a site served by a
separate guard group. The published figures on
the noise immunity of mainlines monitoring
systems do not reflect this aspect of the
problem, and there is a need to fill this gap.

It 1s advisable to solve this issue not with
the use of expert technologies, but based on
the principle of minimizing the amount of

losses from terrorist attacks and the cost of
protecting the facility [26].

Another feature of the pipeline safety
ensuring 1s the need to take into account the
interaction of two opposing groups. The crimes
are committed by well-organized structures that
“... are generously spent on bribing the right
people, training their specialists, buying
special means to actively counteract the police
and the security service ..” [27]. The
technology of hiding the abducted product by
pumping water into the pipeline in a volume
equal to that taken is one of the examples of the
“inventiveness” of the attacker. The patent and
periodical literature describes many proposals
for masking vibroacoustic signals. The industry
produces a wide range of vibration generators
to realize these goals. Installing a generator that
generates seismic signals "excavation", under
the soil layer in the security zone, creates
serious problems for the security service [28].
Unfortunately, this aspect is not given due
attention. One of the ways to solve it is
discussed below.

Multisensor system

In the field of critical facilities protection,
a list of rules has been formed that should be
followed when designing physical systems
for safety ensuring [28, 29]. One of them: if
the detection system used does not solve the
problem with the required reliability, it is
necessary to integrate other ones with
different physical principles of response. To
counteract the attacker a combination of two,
three interacting systems should be used.
If two of them are characterized by the
detection probabilities P, and P,, then the
final probability will be

Py=P +P,(1-P)),

with P, = P, = 0,8, P, = 0,96. This rule is widely
used abroad in the design of so-called multi-
sensor perimeter protection systems [30].
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In addition to distributed fiber optic
systems for the preventive neutralization of
terrorist threats to extended objects, the
capabilities of video-analytical and thermal
imaging systems were evaluated.

Video analytics is the technology of video
data computer analysis in order to make a
decision about the state of an object without
human participation. Results achieved so far:
when using a camera with a resolution
of 640x480 pixels, observation can be
conducted on an area of up to 200 m while
snow with an intensity of up to 0.5 mm/h and
wind speeds of up to 8 m/s on dynamic
natural backgrounds. The probabilities of a
target missing and false alarm according
to test results were 0.041 + 0.003 and
0.003 + 0.001, respectively [31].

The vibroanalytical method is based on
the excitation of elastic vibrations in the tube
shell with the subsequent analysis of the
registered signals at a given distance from
the place of their excitation [32]. When
waves propagate through the shell of a
buried pipeline due to a significant
difference in the wave resistance of the metal
and gas, the re-emission of the energy of the
signal into the pumped product is negligible
(with a normal incidence of the longitudinal
wave at the steel-air border (air-steel), only
0.002 % of energy is reemitted, but a
significant proportion of it goes into the
surrounding soil). Due to the energy leakage
into the pumped liquid, the damping of the
propagating oscillations in their shell will be
greater than in gas pipelines (about 12 % of
the oscillation energy passes through the
“water — steel” border and into the
surrounding soil). When the soil parameters
change in a local area (oil output, soil
removal, etc.), local energy re-emitions of
the propagating through the shell signal are
formed. In [31], a conclusion was made
about the potential possibility of detecting

changes in the state of the pipe by 0.01 % in
the form of a registered signal and this
possibility was demonstrated in an
experiment in identifying a formed pit and an
ammunition mounted on a pipe, etc. In [33],
it was shown that a local change in physical
parameters in the near-tube space is better
detected by the “ringing” signals energy
increment, rather than by a change in their
shape. Module “generator-receiver” allows
you to control pipeline sections of a length of
2 km or more. Piezoceramic vibrators in the
form of flexible surface linings of various
shapes [34] are widely used to excite elastic
waves in the tube shell.

The technology of underground pipelines
diagnostics for thermal radiation from aircraft
is considered in [35]. Even small cracks in the
pipes lead to the appearance of thermal
anomalies on the soil surface, which allow
localization of the leakage place by an remote
operating vehicle (ROV) [36]. Estimates are
obtained for the density of false decisions
when detecting hidden objects of various
shapes along the pipeline route. The sharp
decline in the cost of air monitoring of the
pipeline when using ROV (10 times or more
compared to wusing helicopters) made it
possible to talk about the prospects of this
technology. Experiments to detect leaks from
pipelines in the thermal range of optical
radiation are described in [37, 38] and others.
The creation of a thermal 3D-model of fields
above the buried pipeline [39] is being
completed, and Transneft, JSC has shown
interest in using it” [40]. The question was also
raised about the need to ensure a qualitatively
new level of reliability of oil pipelines. The
question was also raised about the need to
ensure a qualitatively new level of reliability
of oil pipelines under the conditions of terrorist
threats. PJSC Trans-Neft is «aims “...to create
integrated security systems that can be
controlled from a single center”» [40].
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The creation of complex systems is based
on the use of the Saaty hierarchy analysis
method [29]. Given the specificity of the task,
it is necessary to have specific data on the
socio-economic situation and the “moral”
health of the population in the country in the
current period and in the near future [26].
However, in the simplest version of the
solution of this problem, we can confine
ourselves to the following example.

Figure 4 illustrates the losses incurred by
the owner of the pipeline system from attacks.
The less he invests in ensuring the safety of the
created infrastructure, the more losses should

be expected during its operation.
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Fig. 4. Financial indicators depending on the
probability of detecting attacks of P, I (1) —
protection costs when using singlesenory (/) and
multisensory (/') systems; 2 — damage from missed
attacks; 3 (3") — the total loss of the object by using
singlesenory (3) and multisensory (3') systems

The point of minimum total loss
determines the required probability of
detection — Pa. The object owner is aware of
the costs of its protection and losses from
missed attacks. In this way, it is possible to
assess the direction of the countermeasure
system improving to ensure the optimal
value of the indicated probability. However,
one should keep in mind the dependence of
the position and shape of the curves in Fig. 4,
reflecting expenditure items, from many

factors, the dynamics of their change exceeds
the ability to modernize the existing
counteracting systems in accordance with the
requirements of the current moment [5].

An analysis of publications over the past
decade allows us to conclude that the
technology of detecting activity in the
protected zone, implemented using a
distributed fiber-optic sensor, will be used
as the basis for ensuring the safety of
mainlines from terrorist threats in the near
future. Therefore, care should be taken to
neutralize false signals, especially in the
conditions of the creation of artificial
interference in the security zone.

To date, a point of view has emerged on
the need to supplement fiber-optic detection
systems by one of the above-mentioned
subsystems. The requirements for each of
the subsystems are adjusted. In accordance
with the recommendations of [15], the length
of a separate zone based on a fiber-optic
sensor should be about 40 km. The detector
based on it is designed to ensure a high
probability of being correctly located,
including by increasing false signals. The
task of the system interacting with it is to
check which of the incoming solutions is
correct, and not the right.

Concluions

Video analytic, vibroacoustic and thermal
imaging systems can be used in various
combinations with the basic detector and
among themselves. The simplest combination:
“fiber optic channel — vibroanalytical channel —
security service”. For each link of the first type
will need at least 10 links of the second type.
Energy consumption for the operation of a
vibroanalytical link is of the order of
0.5 J. Therefore, it is included in the work by
signals of the “appearance of an intruder”
coming from the first link. If the density
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of false decisions from the fiber-optic
detection system is < 1 4 — 1, the problem of
energy efficiency of this type of multisensor
system 1is solved. Considering that, in
accordance with the theoretical analysis, the

probability of false decisions of the second
link (removal of a part of the soil surrounded
by the pipeline) tends to zero, after a period of
time to create a pit, the considered system will
satisfy the detection reliability.
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